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Introduction

Overview

This guide is intended to help network administrators and IT operations personnel better
manage corporate network infrastructures by leveraging extensive mapping, monitoring,
alerting and reporting mechanisms. The main focus will be on TCP/IP networks and
henceforward the term network will mean specifically TCP/IP networks - unless specified
otherwise.

This paper presents various aspects of a network monitoring strategy such as network
representation types, monitored resources as well as common metrics, measuring tools and
SNMP concepts. It is divided into the following chapters: Network Monitoring, SNMP
concepts and Recommendations. Recommendations are a short section aimed at helping
readers made an informed investment decision. The document concludes with a terminology
glossary that eases understanding of the concepts described not only in this Network
Monitoring Guide but also in NetCrunch Getting Started Guide and NetCrunch User’s
Guide.






Network Monitoring

Introduction

In today’s corporate environment, performing network monitoring may be of fundamental
importance. If you don’t measure it, in simplest terms, you have no objective documentation
or benchmark on how it behaves. Lack of monitoring makes it extremely difficult to judge
whether or not the changes made to the network had any positive effect on the overall
network performance. Consequently, there are several reasons for performing network
monitoring.

First of all, performing some kind of network monitoring improves the overall efficiency of
the network infrastructure, which in turn can enhance business operation. For example, early
detection and correction of service degradation or errors on the network may prevent serious
issues that could lead to a decrease in business productivity.

Secondly, network monitoring bolsters security within an organization. Probing over time the
key devices in the corporate network can ensure that the network-dependent services do not
come to a grinding halt - if a problem arises, it can be solved more quickly than without any
monitoring system in the network. Finally, consistent and ongoing monitoring of the network
makes for better planning of further upgrades and configurations. For instance, key areas
where improvements are to be made could be determined and either solved, partially, or
eliminated altogether. Network monitoring is therefore a crucial task to be performed by
today’s network administrators, managers and other professionals in charge network support.

One of the first things that should be undertaken before the monitoring itself is determining
what exactly to monitor in the network. This will be explained in detail in further chapters.
Furthermore, a network administrator also needs an accurate, graphical representation of the
corporate network. A clear picture of what is critical to the network allows better assessment
and monitoring, and also eases network upgrade and maintenance for the administrator.
NetCrunch makes all these things possible by automatically scanning local networks, and
creating a graphical representation of all nodes detected within them. Then it goes on to
monitor device behavior on a 24/7 basis. Scanning and monitoring are discussed in more
detail below.

Network Representation Types

In general, there are various ways of representing a network. Probably the most common
method is the so-called geographical representation. This means that a network will be
represented by the physical location of all of its nodes. However, certain kinds of network
monitoring software do not attempt to discover such networks since the information
regarding the physical location of nodes is difficult to extract. As will be demonstrated below,
NetCrunch uses advanced scanning techniques that create a reliable map of the physical
network topology. Of course, the geographical representation of a network could be obtained
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by manually mapping all of the nodes by hand. However, in ever-changing, large and complex
networks, this task may prove to be too time consuming and difficult.

Another widely used and crucial type of network visualization is the logical representation of
the nodes. The logical representation of a network is based on how the devices are logically
ordered in a given network. Sorting hosts by IP addresses on subnetworks is an example of
logical ordering of a network.

What Should Be Monitored

There are several areas of focus when monitoring a network. The first has to do with devices
(on nodes) connected to the network - it is important to know what type of device it is, and
how it relates to the others in the network. The second area of interest is applications,
resources and services available on particular types of devices. Both of these areas are
important to the monitoring process. It is very valuable to know in advance, what it is exactly
that you want to monitor (what devices and applications, resources or services on them)
before actually performing the task itself. It should be noted that the network monitoring
process, especially in large corporate networks, can be an extremely complex task if it is not
planned beforehand, and managed appropriately thereafter. As a general rule of thumb, it is
advised to monitor only critical devices in the network instead of all of them. In the latter
case, the monitoring itself may generate a lot of traffic overhead and drain valuable resources.

Critical Devices

From the perspective of network monitoring, probably the most important devices are the
ones that are of crucial importance to the company, and without which the network and its
services may become unstable, unresponsive or even come to a halt. Several of these network
devices are listed below:

¢ Servers — Nodes that provide some kind of network service or services to any other host
on the network. In today’s complex networks, servers play a key role in managing a
corporation’s services. Therefore, if a server goes down and becomes unavailable, users on
given hosts may lose important services that those servers provide for them. Again, these
types of devices are of critical significance.

¢ Routers - Nodes that route traffic across the network using IP addresses. They require
knowledge about the network and ways to determine the route. If they fail or become
unresponsive, you may be unable to connect to specific network nodes.

¢ Switches — Devices that select a path or circuit for sending packets of data to its next
destination. Switches may include the function of a router, as well. Generally, however, a
switch is a simpler and faster mechanism than a router. If this device fails, again it may be
impossible for packets of data to be forwarded correctly to its destination. For this reason
knowing as soon as possible, when such a device fails, is of critical importance to a
network administrator or anyone else monitoring the network.

¢ Firewalls — A computer that is used to insulate a local network such as Intranet from the
outside world. They are particularly important because they detect unauthorized access
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attempts. Firewalls guarantee that network resources are used for proper purposes.
Therefore, their constant availability is of particular value.

¢ Hubs - A common connection point for devices in a network. Their correct functioning is
of vital importance to the overall effectiveness of a network. They are widely used with a
star-type of network configuration. However, it should be noted that this type of device is
in fact, static, and therefore is very hard to monitor because it is almost transparent to the
network.

Other Devices

Apart from the critical devices described above, it is also possible to monitor any other device
available on the network. These devices may also be useful for a network administrator to
monitor for any number of reasons. For example, it may be important to know when a
particular workstation goes down or when some service on a workstation becomes
unavailable. In general, however, these devices don't perform critical tasks within the network.
The following is a list of some of them:

¢ Workstations - Any individual personal computer attached to a network that shares the
resources of one or more large computers. They usually are linked together to form a
local-area network, although they can also be used as stand-alone systems.

¢ Terminals - An end-use device with little or no software on its own that usually relies on
another computer such as a server for correct operation. For example, not only monitors
with keyboards but input devices such as scanners, video cameras or punch card readers
are all considered terminals.

Applications on Devices

When monitoring a network it is important to keep track not only of different types of devices
but also of applications running on them. For example, a person monitoring a network might
want to know if a particular operating system is running correctly on a server since it may
provide print sharing, common file system and/or database sharing. Here is a list of some of
the more important applications that can be monitored:

¢ Operating Systems — This is a master program that manages all aspects including other
programs on a computer. It may be necessary for an administrator to monitor a network
operating system (NOS). A NOS is designed primarily to support workstations and
personal computers within the network. Novell NetWare and Microsoft's LAN Manager
are examples of network operating systems.

¢ File Servers — Servers used to store programs and data shared by different users on the
network. For that reason, they are of critical interest to administrators monitoring the
network.

¢ Database Servers — Servers dedicated to database storage and retrieval over the network,
particularly within LANS.

¢ Application Servers — Servers used to run programs and process data by different users on
the network. Again, they are of key interest to administrators; Web applications are a good
example of this type of server.
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¢ Print Servers - Computers or other related devices on the network that control printers.

They provide printing services to any hosts on the network and therefore are critical. If
they fail to respond, the network users may be left without printing services.

Additionally, you can monitor specific ports used by different applications or network

services. For example, you can identify the systems that are using these ports. If an application
for a port is trusted, well-behaved one, you can move on to the next one.

Resources on Devices

Just as in the case of tracking applications on devices, it may be important for an
administrator to monitor particular resources on devices such as processor utilization. There
are many different resources that should be tracked by network administrators. Here are a few
of the more important ones: (Please note that only some of them may apply to a particular
type of device.)

¢ CPU Utilization - The percentage of processor utilization by a particular device.

¢ Memory Utilization - The percentage of memory utilization by a particular device.

¢ Number of Sessions - The number of users currently connected to the device.

¢ Storage Utilization — The percentage of physical storage utilization by a particular device.

Network Services on Devices

Apart from monitoring applications and resources, it may also be useful to track simple
network services on given devices that may be vital to the overall network performance.
Depending on the platform, there are many services that could and should be monitored.
Here is a list of the more common ones available: (In fact, NetCrunch allows monitoring of
any number of them.).

SERVICE NAME NETWORK SERVICE DESCRIPTION

CHARGEN TCP The Character Generator protocol based on TCP.

CHARGEN UDP The Character Generator protocol based on UDP.

CIFS (NetWare) The Common Internet File System for NetWare.
CIFS/SMB The Common Internet File System over TCP.
DAYTIME The Daytime protocol, which returns date and time.

Dynamic Host Configuration Protocol allows requesting and obtaining an IP
DHCP . . . .

address from a server which has a list of addresses available for assignment.
DirXML Novell Nsure Identity Manager.
DNS Domain Name System service used for name resolution of domain names on

the network.
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SERVICE NAME NETWORK SERVICE DESCRIPTION

ECHO The Echo protocol.

FINGER A service that returns information about users.

FTP File Transfer Protocol service used to transfer files over network.

GOPHER The Internet Gopher protocol service.

HOSTNAMES The NIC Internet Hostname Server.

HTTP The HyPerText Transport Protocol serv.ice used for communication
connections to servers on the World Wide Web.

HTTPS HTTP service running on Secure Sockets Layer (SSL).

IBASE InterBase SQL Server.

IMAP4 Internet Messaging Access Protocol 4 service also used to hold incoming
emails over the network.

IRC Internet Relay Chat service.

LDAP Lightweight Directory Access Protocol service.

LOGIN Remote Login (RLOGIN) service.

LOTUS DOMINO i

SERVER Lotus Domino Server.

MSSQL MS SQL Server.

MySQL MySQL Server.

MTA (HTTP) GroupWise Message Transfer Agent (HTTP Access).

NAME Internet Name Server (IEN 116).

NCHTTP AdRem NetCrunch HTTP server.

NCHTTPS AdRem NetCrunch HTTPS server.

NetBios (TCP) NetBios Session over TCP.

NNTP Network News Transfer Protocol service.

NTP Network Time Protocol service.

NWNCP TCP Novell NetWare NCP service over TCP.

NWNCP UDP Novell NetWare NCP service over UDP.

11
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SERVICE NAME NETWORK SERVICE DESCRIPTION
NWPORTAL Novell NetWare Management Portal service.
PASSGEN TCP The Password Generator Protocol using TCP service.
PASSGEN UDP The Password Generator Protocol using UDP service.
PING A service that verifies whether a particular IP address exists, and at the same
time, accept requests.
POA (HTTP) GroupWise Post Office Agent (HT TP Access).
POA (TCP) GroupWise Post Office Agent.
Post Office Protocol 2 service used to hold incoming emails over the
POP2
network.
Post Office Protocol 3 service used to hold incoming emails over the
POP3
network.
QDAY TCP Quote of the Day service using TCP.
QDAY UDP Quote of the Day service using UDP.
RADIUS OLD Remote Authentication Dial-in User Service (Radius — Old Port).
RADIUS Remote Authentication Dial-in User Service (Radius).
RTSP554 Real Time Streaming Protocol on port 554 (Real Audio).
RTSP7070 Real Time Streaming Protocol on port 7070 (Real Audio).
Secure LDAP Secure Sockett Layer (SSL) on SLDAP port.
SLP (TCP) Service Location Protocol service using TCP.
SLP (UDP) Service Location Protocol service using UDP.
SMTP Simple Mail Transfer Protocol service used to transfer and forward email
messages over the network.
Simple Network Management Protocol service used for network monitoring
SNMP
and control.
SSH Secure Shell service.
SYSTAT TCP Active Users Service (Remote WHO via TCP).
SYSTAT UDP Active Users Service (Remote WHO via UDP).
Socks 4 SOCKS Protocol Version 4.

12



Network Monitoring

SERVICE NAME NETWORK SERVICE DESCRIPTION
Socks 5 SOCKS Protocol Version 5.
A terminal emulation protocol service that allows network users to log on to
TELNET . .
other computers using a terminal.
TFTP Trivial File Transfer Protocol service.
TIME TCP Time Protocol service (via TCP) returns the number of seconds.
TIME UDP Time Protocol service (via UDP) returns the number of seconds.
WHOIS This service returns information about domain name or IP address
(NICKNAME/WHOIS).
WINS Windows Internet Name Server.

How You Should Monitor

Apart from deciding what exactly you want to monitor on the network, it is also important to
know how the monitoring should be performed. For example, in smaller networks the
monitoring process might be quite different than in the case of larger, more complex
networks. Similarly, external network monitoring, such as active monitoring, may be favored
in some cases over passive monitoring, and vice versa. Occasionally, it may be necessary to use
internal network monitoring - in other words, application monitoring. In general, active
monitoring allows the user to detect whether or not some node on the network is responding
correctly. Passive monitoring, on the other hand, allows the user to detect if some lower
amount of throughput occurs somewhere on the network. Application monitoring is generally
used to check the general health of a device. Furthermore, a decision should also be made
whether you want to measure the network only at one point or at many points at the same
time. Finally, the network monitoring process should involve network scanning and smart
monitoring techniques.

Small Networks

For sake of discussion, infrastructures containing less than 1000 nodes are considered to be
small networks. In a situation when small networks are to be monitored, this task can be less
heavy on system resources of the computer on which the application is installed. It is therefore
advised to use a single monitoring application such as NetCrunch to track all nodes in the
small network if this is required. Furthermore, the computer system that is used to run the
monitoring application doesn’'t necessarily need a high-end CPU and a lot of RAM. Average
performance specifications are quite enough for the monitoring process to take place. Finally,
if the monitoring is performed by an optimized application such as NetCrunch, most likely
the whole process will not produce a lot of additional traffic overhead on the small network,
especially when only key nodes are monitored.

13
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Large Networks

In the case of large and complex networks — that is ones containing more than 1000 nodes -
the situation is quite different. If again you are using a monitoring application to monitor all
or most of the nodes in the network, the application would create a lot of additional traffic
and therefore the results may not provide a true picture of the current network condition. In
some very serious situations, the network might even come to a halt because of the amount of
unnecessary traffic generated by the monitoring process. Furthermore, to monitor a large
network, more resources are needed on the computer running the monitoring application.
Clearly, this is not a feasible approach to monitoring large networks.

This is where NetCrunch offers a solution to these problems. Thanks to NetCrunch's smart
monitoring technology, the traffic generated by network monitoring can be controlled within
specific user-defined limits in any or all subnetworks. In other words, users can specify a limit
on the traffic generated by NetCrunch and the program will never exceed this limit during the
network monitoring process. With this capability, NetCrunch can monitor even a few
thousand nodes in large networks at one time. For example, if some complex network has a
slow 1Mbps connection (typically used by WANs) with many nodes to be monitored,
NetCrunch allows the user to limit, for example, the throughput of the network for
monitoring to 10% of the overall value. This means that during network monitoring, the
program will never exceed the previously established limit of 10% of the 1 MBps connection
(100 kBps). In addition, it is quite possible that the monitoring process will take more time
than usual, if the current network traffic remains steady and high. Another important aspect
to remember is that the program stores all of its network monitoring variables in memory.
Therefore, if you are planning to monitor most of the nodes of in a large network without
draining the memory and network resources, it is good to have plenty of RAM on the
computer running NetCrunch. Specifically, values over 2 GB are recommended for
monitoring large networks.

In general, for large networks it is advised to monitor only what is important (for example,
such key devices as servers and routers). With NetCrunch, it is easy as users may manually
select which nodes are critical and which are to be considered less important (otherwise the
program can do this automatically). The nodes selected as critical will be fully monitored
(including all network services running on them, performance counters, etc.) Meanwhile, the
nodes designated as less important will only have their status checked to see if they are
currently up or down. No other type of monitoring will occur on them.

Passive Monitoring

Apart from distinguishing between large and small networks, it is also useful to differentiate
between passive and active monitoring, both of which are part of the external network
monitoring. Passive monitoring is concerned only with incoming and outgoing normal
network traffic from a node or various nodes. This means that network traffic is not disturbed
because no actual test packets are being sent out to other nodes for monitoring purposes. It
should be noted that this type of monitoring is usually used to measure network traffic flows,
such as counting of packets or bytes traveling through particular devices.

14
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Active Monitoring

Active monitoring is about sending actual test packets into the network. As such, active
monitoring can have a definite impact on network traffic as sending test packets can distort
normal network behavior thus affecting measurement results. Again, this is one of the reasons
particular care should be taken when monitoring a network actively. The more nodes are
monitored, the more test packets are sent into the network, which can negatively impact the
normal network behavior.

Application Monitoring

Application monitoring is considered as a type of internal monitoring, as opposed to active
and passive monitoring which belong to the external monitoring category. Application
monitoring is generally used to verify the current health of a given node, for example a server.
Depending on the type of node, different types of device-specific counters may be monitored.
Based on the data read from such counters, it is possible to determine whether the device is
healthy — and whether or not any of its counters exceeded critical limits.

Measuring At One Point

In network monitoring, another distinction can be made between measuring at a single node
and measuring at several points at the same time. Measuring at one point means that
monitoring occurs centrally from only one node. Typically, measuring at one point occurs in
passive monitoring since in such cases the network is monitored by checking the incoming or
outgoing traffic from a single node.

Measuring At Many Points

Measuring at many points, on the other hand, implies that several nodes are monitored at the
same time. Usually active monitoring is performed this way. Test packets are sent into the
network for measuring purposes.

Improved Scanning

Before starting the actual network monitoring, it is important to know which devices you
want to track throughout the monitoring process. A common method used in monitoring for
discovering network nodes is the so called network scanning. Scanning usually involves
searching a list of all IP addresses of hosts available at a particular moment in a network.
However, this method can be problematic since not all devices might be up and running or
responding correctly at the moment of scanning. In such a case, an incomplete picture of the
current network status is created. That’s why a more advanced type scanning is necessary.

Improved scanning techniques not only utilize IP addresses when querying the network, but
also read router tables, Active Directory domains and workgroups, and eDirectory tree
containers to identify all devices that are present in the network. To properly order the
information about network assets, these techniques list only the newly discovered nodes;
devices that were previously discovered by their IP addresses are not listed again.

15
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NetCrunch provides the special Scanning Wizard that guides users through the network
discovery procedure involving all the above mentioned techniques. When the program is
installed for the first time, the wizard is started automatically. Of course, you may rescan parts
of a local or remote network using this wizard at any time.

Smart Monitoring

Several monitoring techniques may be used to minimize the impact of the network tracking
process on the network traffic. One of them involves restricting the network traffic generated
by the monitoring application. In this case, users can establish in the monitoring application
exact traffic limits that will not be exceeded during monitoring. As a result, network
monitoring traffic is minimized and the monitoring results are more reliable. Another
technique includes tracking only critical nodes in the network, such as routers or servers,
instead of all of them. This is particularly useful in large networks with a plethora of nodes,
where tracking all of them would prove of no use.

Again, NetCrunch employs both of these monitoring techniques. It allows users to precisely
define which particular critical nodes will be constantly monitored. Furthermore, NetCrunch
also permits to establish specific monitoring traffic limits in selected subnetworks within the
network. Thus, if network traffic on a particular subnetwork exceeds an established limit, the
program will know not to send additional monitoring packets until network traffic on the
specific subnetwork again falls below this limit. Finally, the program makes it easy to
designate nodes as either critical (full-fledged monitoring in such a case will be permitted), or
less important (only their up or down status will be monitored).

Most Common Metrics

Several common metrics can be used for verifying network performance. Of course, the list
shown below may be expanded to include many other ones, but it contains the most
important metrics for the sake of this discussion.

Latency

Latency has various definitions but here we specifically mean network latency, which relates
directly to the network monitoring process. Network latency in simplest terms can be defined
as the time it takes a packet to make a round-trip from one node to another and back. Latency
can also be simply defined as the Round-Trip Time (RTT) in some network monitoring
applications.

This is the case with NetCrunch, where values in milliseconds (ms) for the Average RTT, the
Minimum RTT (the lowest RTT measured so far), and the Maximum RTT (the highest RTT
measured so far) can be monitored by the application. These particular metrics are visible in
table in the Details tab of the Map section of the program. One common method of obtaining
sample latency values for the monitoring process is to use the ping utility, a widespread
network-measuring tool available on various platforms. This utility, along with several other
ones, will be explained in more detail in further sections of this chapter.

16
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Packet Loss

Another metric that should be measured during network monitoring is packet loss. In
communication between network nodes, that is when packets are sent between them, it is
possible, for example, for a router to discard a queued-up packet because it has no space to
hold them anymore. Network packet loss is usually defined as a fraction of packets that are
lost in transit from source to destination node and back during a specific time interval. They
are expressed as a percentage of the packets that have been sent to the destination node for the
time interval. It should also be mentioned that packet loss values generally vary from 0% to
15% (clear uncongested path to severe congestion) in typical networks. Values above 15%
usually render the network nonoperational.

NetCrunch, again, uses this metric in its monitoring process. Specifically Packet Loss value
called ‘% Lost’ is visible in a table in the Details tab of the Map window of the program.

Throughput

Throughput is also a key metric used in network monitoring. Network throughput can be
defined as the current amount of data transferred from one place to another during a
specified amount of time. It is usually measured in bits per second (bps), but may also be
measured in bytes per second (Bps) or packets per second (pps). Particular care should be
taken when using this metric since an excessively large or small interval used may produce
inconsistent and unrepresentative measurements of the actual network behavior.

Availability

Availability is another important metric used during network monitoring. In simplest terms,
availability over a specified time interval is the percentage of time that a particular network
device or resource is accessible for normal use. Again, it is possible to use the ping utility to
test whether a given device is available.

Again, NetCrunch uses this metric for determining the status of the network - it is displayed
in the table on the Details tab of the program’s Map window as ‘% Uptime’

Utilization

Utilization is another convenient metric commonly employed in the network monitoring
process. By definition, it is the percentage of time that a resource has been in use over a
particular time range. By determining which resources in a network are heavily used and
which are more or less idle, it is possible to locate areas of over or underutilization. This
information can serve for adjusting the network accordingly and thus making it more
efficient.

In NetCrunch you can directly make use of this metric in the Windows tab of the Map
window - i.e. look at the ‘% Processor Utilization, ‘% Memory Utilization, and ‘% Network
Utilization’ columns.
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Common Measuring Tools

There exists a vast array of tools that aid in the network monitoring process. Some are very
specific and focus on measuring one particular aspect of network behavior. Others are more
comprehensive, checking multiple different network characteristics at the same time. A
selection of the more common ones is listed below. It should be noted that all of the tools
included in this list are also available within NetCrunch in the ITools program.

Ping

The Ping utility has become a standard tool in the network monitoring strategy. It was
conceived and created in 1983 for the UNIX platform. Because it was available for free, it was
quickly ported into other platforms.

The purpose of this utility is very simple: it tests network devices for connections by sending
and receiving test packets to see whether they are ready and available. In other words, Ping
measures the round-trip time for each device. This way, it is possible to find out almost
instantly whether a particular host is available on the network and is able to communicate
with other nodes; in other words, whether it can receive and send packets. It follows that both
latency and availability, as explained above, can easily be measured by this simple network-
monitoring tool.

Traceroute

The Traceroute utility is another tool that since its inception in 1988, originally for various
versions of UNIX, has quickly become a widespread standard used in the network monitoring
process. This utility describes a packets path from local node to a remote host by recording all
the intermediate routing devices. In reality, it sends a series of test packets, which pass
through all the routers until reaching the final destination host or until the defined Time To
Live (TTL) value is reached.

This tool lets you check various items. First, it establishes the route of the packets to a given
host; in other words, it determines which routers were used to reach its final destination.
Secondly, it also lets you verify the quality of a connection with a given host; the shorter the
distance (the less hops), the better the connection. Finally, it lets you check the location of
overloaded elements in the network. The longer it takes to receive a response, the greater the
load on a particular router or on its immediate connection with the next router. It should also
be noted that a maximum TTL value of 30 is usually used with this tool, meaning that up to 30
routers can be found on its destination path to a particular host.

Lookup

The Lookup utility is a very simple tool that lets you view the information about a host stored
on a DNS server by resolving host names into IP addresses or IP addresses into host names.
All it really does is query domain name servers for information about a particular host.
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Connection

This tool permits you to test bandwidth to a particular node from the local host; in other
words, it checks the maximum transfer rate allowable between local and remote nodes, at any
given time. The Bandwidth utility measures the data transfer rate in bits per second (bps) or
Bytes per second (Bps).

A few things should be kept in mind when using this tool. It is possible that some hosts will
not accept too large packets; the suggested size is 512 Bytes. Secondly, a longer interval has to
be applied between sending larger packets. If the connection is slower, a longer interval should
be left between sending packets. Finally, it is better to send smaller packets to remote hosts. In
general, the Bandwidth tool should be used very carefully since it can possibly affect the
general network performance. It is better to make sure the network administrator or any other
person in charge does not have a problem with probing a particular host using Bandwidth
tool on the network.

Scanner
The Scan utility lets you do several things in the network monitoring process. By specifying
the desired host, you can use it to check the status of particular network services enabled on
this node. For the host, the following information about each service can be determined:

¢ status (whether it's running or has failed),

¢ response time in milliseconds (ms) for the currently running services,

¢ short description of each service,

¢ type of protocol used by each service,

¢ port number that each service uses,

¢ status of each service.

To properly use this utility, you need to specify which services should be scanned and timeout
in milliseconds.

Secondly, when a host has been specified, it is also possible to scan its ports. In such a case,
there’s an option to specify a particular port range, to scan only well-known ports or to scan
for possible Trojan ports on a given host. The results show the services and description for
each port found.

Finally, it is also possible to find all currently available network nodes in the local network.

SNMP-based Network Management

Simple Network Management Protocol (SNMP) is the Internet standard for managing
network-attached devices such as workstations, servers, routers, bridges or hubs. It was first
implemented for the UNIX environment in the early 80s.

Although SNMP can be generally used for managing remote and local devices, it can also
serve in the network monitoring process. The monitoring involves SNMP managers and
SNMP agents. SNMP managers, also referred to as an SNMP management system,
communicate with SNMP agents by sending several types of operation requests to them: Get,
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Get_Next and Set. SNMP manager in reality resides in the computer from which the network
monitoring is being performed. SNMP agents, on the other hand, reside on monitored
devices, send responses to SNMP managers’ requests, and may also send traps that function as
notifications of exception conditions. They communicate with Management Information
Bases (MIBs) to obtain information they need for sending a response to SNMP managers.
MIB is a database that contains all sorts of information about a specific device in the network.

It should be noted that generally SNMP is used to only check or poll a particular device
remotely (sending a Get or Get_Next request to its SNMP agent) and to make changes in its
settings remotely (by sending a Set request). Usually, most devices being monitored via SNMP
allow you ‘read-only’ access. For further information about SNMP, please read the section
titled SNMP Concepts, found on page 21.

Integrated Network Monitoring

Apart from the standard network monitoring tools discussed above, there are many other
applications that serve a similar purpose. They can focus on a specific monitoring task or
integrate a variety of specific and general network visualization, monitoring, alerting and
reporting capabilities. AdRem NetCrunch from AdRem Software is an example of the latter
category.

NetCrunch monitoring technology makes possible many of the previously mentioned
monitoring strategies. It also incorporates common utilities such as Ping, Traceroute, Lookup,
Bandwidth, Scan and SNMP. What’s more, network and application monitoring is not the sole
competence of NetCrunch as it ships with advanced alerting capabilities that instantaneously
notify the right person if some critical device, or its resource or service, is in the exception
condition. The alerting mechanism in NetCrunch is discussed in detail in the NetCrunch
User’s Guide.
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General Description

Simple Network Management Protocol (SNMP) provides the ability not only to monitor local
or remote devices, but also to manage them from a centrally located device running the
network management software. Its use is therefore not limited to network monitoring.
Furthermore, since the time it was developed on UNIX in 1988, SNMP has quickly become a
standard for network management.

SNMP Uses

SNMP can be used in several critical areas of network management and monitoring. Here is a
list of the most important aspects that SNMP can be applied to:

¢ Monitoring of Network Performance - this is probably one of the most common areas of
SNMP implementation. It permits checking the current value of network throughput and
determining other crucial network metrics.

¢ Configuration of Remote Devices - this is another common area in which SNMP is
applied. SNMP allows configuration data to be sent to each particular device in the
network by way of the SNMP manager.

¢ Detection of Network or Other Errors - SNMP permits the configuration of alerts on
network devices with the purpose of triggering appropriate alarms and response actions
when certain events take place. When a particular alert occurs, the device on which it
occurred sends a trap (a special event message specifying the exact type of error) to the
management system responsible for detection of network faults.

SNMP Terminology

Before discussing general concepts related to SNMP, it is important to introduce and
understand a list of key terms related to the topic:

¢ SNMP - stands for Simple Network Management Protocol. This special protocol is
applied by management agents for communicating with subagents located on any network
device. Thus, a remote management agent can gather status information and manage any
such device directly using the subagents for this purpose.

¢ MIB - stands for Management Information Base; an information structure related to
SNMP, which describes a specific device on the network that the management agent
monitors. On each network device, the subagent passes on information from the MIB and
can change any of its data directly as specified by the management agent. There are two
types of MIBs: public and private. The public ones are freely accessible like MIB-IL
Meanwhile, the private ones are vendor specific — different types of network devices (from
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separate manufacturers), contain their own distinct versions of such MIBs. Therefore, a
MIB includes data about what is known and what can be done about each vendor-specific
device.

OID - stands for MIB Object Identifier, also referred to as the MIB variable. By knowing a
particular OID of MIB for a network device, the management agent can use SNMP to
access or change its information. The OID numbering used in MIBs is hierarchical. In fact,
it consists of very long addresses in the form of dots and digits (in IETF notation) so that a
unique OID is used for obtaining information about each distinct network device.

RMON - stands for Remote Monitoring; the type of MIB used to manage an agent
checking a LAN segment. It gathers data about traffic conditions, even types of errors on
physical segments. Meanwhile, RMON?2 is a MIB that can monitor application traffic that
passes through the network.

SNMP Architecture

SNMP relies fully on the UDP (User Datagram Protocol) and IP (Internet Protocol) to
transport information between nodes for communication. UDP is used to send SNMP
messages, while IP is used to route those messages between two separate nodes.
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Figure 1 SNMP Architecture

Figure 1 shows the SNMP architecture which consists of two primary elements used for

network management and monitoring. They are the following:

L2

22

SNMP Manager - also called SNMP master agent, resides on the computer responsible for
managing the network. It may also be referred to as SNMP management system, SNMP
management console or Network Management Station (NMS). It is responsible for
sending requests to SNMP agents residing on managed or monitored devices. It can send
the following type of requests: Get, Get_Next or Set. They will be discussed in the
following section of this chapter.
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¢ SNMP Agent - also called SNMP subagent or Network Management Application (NMA),
resides on the devices that are to be monitored by the SNMP management system. In fact,
it is an entity (hardware and/or software process), which provides an interface to these
devices (such as servers, routers, switches, etc). The agents return information about the
device contained in a MIB (Management Information Base). It collects data from a
particular MIB of the device to be checked and then sends a response to the request from
the SNMP manager checking a particular device. In critical situations, it may also be
configured to send traps back to SNMP managers. They serve as special notifications of
warnings and can be used when a particular device shuts down or is illegally accessed.

Another important entity in the SNMP architecture is the MIB (Management Information
Base). This is a type of virtual database that provides information about particular devices,
such as their current state or the version of network software running on them, providing it is
a computer. In other words, MIB is a data structure that defines what can be controlled, and
what is accessible to it. SNMP agents respond to requests from SNMP managers by
communicating with MIBs for necessary information.

SNMP Community

In SNMPvl and SNMPv2c, SNMP managers and agents belong to an SNMP community.
SNMP community defines a list of SNMP managers and agents that are grouped together for
security reasons. In such a case, only SNMP managers and agents belonging to the same
community can communicate with each other. However, it is also important to know that a
particular SNMP agent can belong to two or more separate communities. For example, one
may only be authorized to obtain information (send to it the GETREQUEST and
GETNEXTREQUEST messages from SNMP managers) and send traps, while another may
only be permitted to update its MIB variables (by sending SETRESPONSE messages from
SNMP managers).

Another way of picturing SNMP communities is to think of them as types of passwords that
allow SNMP managers access to information on devices where SNMP subagents are running
(or even change some variables). In fact, any request that is sent to subagents automatically
includes an appropriate community name. Several types of communities can be distinguished:

¢ Read Community - with this type of community, the SNMP manager is permitted read
access to any MIB variable on the device. ‘Public’ is the default monitor community used
in SNMP.

¢ Manage Community - with this type of community, the SNMP manager will have full
read access to all information and full write access to certain MIB variables on the device
(since not all of them are modifiable). This type of community is disabled by default for
security reasons.

¢ Trap Community - with this type of community specified, the SNMP manager can send
traps to other managers on the network. Such other SNMP managers must be setup to
receive traps. This trap community name is set by default to ‘Public’
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SNMP Messages

SNMP was designed to permit only a few simple types of operation messages for
communication. These messages are usually referred to as Protocol Data Units (PDUs). Most
of them are reserved for use by the SNMP manager. In turn, the SNMP agent may only send
replies to those message requests sent by SNMP managers in the form of a special message
called a trap. The following is a list of all the messages used by SNMP managers or agents:

L2

*

Reading a MIB value by the manager - SNMP manager sends either the GETREQUEST
message (requests information about single MIB variable) or the GETNEXTREQUEST
message (used to browse a particular tree of management objects; it may be used
repeatedly until the desired contents are obtained) to an appropriate SNMP agent that
retrieves the information needed and sends a response back to the manager. In fact, the
SNMP agent on a device uses the GETRESPONSE command to send a reply to the
manager’s request.

Writing a MIB value by the manager - Provided write-access is permitted; SNMP
manager sends a SETREQUEST message (an actual MIB object is updated) to an SNMP
agent that assigns it to an appropriate MIB object (based on its OID). Thus, this command
updates a particular value in the MIB of the device where the subagent resides.

Notification of warnings by the agent — A special trap sent to the SNMP manager by
SNMP agent when some special situation occurs such as, for example, a system restart on
the device being monitored. Thus, this special message is used to notify SNMP manager
that a specific event has occurred.

SNMP Traps

Although there are various events that trigger SNMP traps, typically they belong to one of the
following categories:
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Link Up/Down - these types of traps are generally sent when IP protocol stops or starts
working.

Loss of EGP Neighbor - this type of trap is sent when the device with SNMP cannot
contact the EGP peer successfully.

Cold/Warm Start - this type of trap is sent when the SNMP agent reinitializes its
configuration after cold or warm start of the device it is running on.

Authentication Failure - this type of trap occurs when an incorrect or unknown
community is specified in the incoming request message from the SNMP manager.

Enterprise Specific - these types of traps occur when a particular vendor’s specific
conditions occur on the device running SNMP.

Notes

¢

¢
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When you have setup your device to send any trap messages, it is also important that you specify where
they should be sent. By default, any generated traps are forwarded to your local host address (i.e.
127.0.0.1).

In SNMPv3, SNMP traps are referred to as SNMP notifications.
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SNMP Architecture in NetCrunch

NetCrunch relies on SNMP to obtain important information about particular devices and the
network in general. In fact, SNMP is used to discover and distinguish different types of nodes
in a particular network. It is also used to create routing maps and can be implemented to
setup alerting on certain SNMP objects stored in a MIB of any device.

Therefore (as can be seen in Figure 2), NetCrunch acts as an SNMP manager and treats all
discovered and mapped nodes (that are SNMP enabled) as its subagents. The program can
also receive any traps from such nodes, and even generate and forward its own traps to other
SNMP managers in the network. You can specify whether the program should receive/forward
SNMP traps in its options.
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Figure 2 SNMP Architecture Implemented with NetCrunch

SNMP Versions

Since its inception in the early 1980s, SNMP has considerably evolved. Consequently, three
different versions of SNMP exist today: SNMPv1, SNMPv2c and SNMPv3. SNMPv1 is the
initial draft specification that is still in use today. It has a limited security capability, in
particular, weak authentication and access control as well as no privacy. SNMPv2c, referred to
as the Community-Based SNMP version 2, is also still used today.

Finally, SNMPv3 is the latest specification that considerably improved the security issues with
SNMPv1 and SNMPv2c of this network management protocol. This was done by introducing
the notion of the user-based authentication. Basically, instead of using the unsecure SNMP
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Read and Write Communities, it now defines a separate read-permission authentication (for
viewing information on a node using SNMP) and write-permission authentication (for setting
data on a node using SNMP). Both of these settings can also be encrypted so that during the
sending of data on the network, such authentication information cannot be obtained by third
parties.

To summarize, with SNMPv3 you have finally a full security model with proper
authentication and secure encryption of data. Specifically, you can setup reading or setting of
node’s data with SNMP: without authentication (only a user name must be known - works
similar to a Community name), with authentication (user, password and authentication
protocol must be known) or with authentication with encryption (additionally, encryption
password must be known). Authentication protocol uses either the MD5 or SHA algorithms.
Of course, setting of data with SNMPv3 can also be disabled entirely.

Although SNMPv3 changes mainly consisted of a revamped security model, it also introduced
new textual conventions, concepts and terminology. However, its specifics are beyond the
scope of this manual. Please refer to one of recent published books on SNMPv3 or any
additional useful resources on the topic in the Internet.

Notes

¢ Although, SNMPv3 is the current standard of SNMP as recognized by Internet Engineering Task Force
(IETF), in today’s networks, SNMPvl and SNMPv2c are also still generally used for network
management purposes. As a matter of fact, a lot of enterprises use a combination of all three versions to
ensure the adequate management of their network devices.

@ It should be noted that NetCrunch supports fully all three versions, namely: SNMPv1, SNMPv2c and
SNMPv3. Furthermore, it introduces the idea of SNMP profiles, in which you can define the exact
version of SNMP to use and its related security settings such as Read/Write Community or read/write
authentication user, password and protocol, and encryption password. Once you define an SNMP
profile, you do not have to redefine the same SNMP security settings - they can be reused in different
aspects of NetCrunch related to SNMP.

Using NetCrunch’s MIB Compiler
NetCrunch includes a stand-alone program called MIB Compiler. It is used for managing
different SNMP MIBs of particular vendors With AdRem MIB Compiler you can do one of
the following:

¢ Browse MIB module contents by its tree, defined variables or defined traps.

¢ Find MIB Object.

¢ Edit MIB module contents.

¢ Create aliases for a specific MIB module.

¢ Remove a MIB module.

¢ Compile a MIB module or a list of MIB modules.

Apart from these functions, the AdRem MIB Compiler offers an advanced and easy-to-use
method of sorting, filtering and finding the loaded MIB module list.
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Additional SNMP Reference

You may refer to various sources of technical documentation for more information about
SNMP. For example, some of this information is available directly on the web, including:

¢ RFC 1098 - “Simple Network Management Protocol”
¢ RFC 1213 - “MIB-2".

¢ http://www.wtcs.org/snmp4tpc/snmp rfc.htm
¢ http://www.snmplink.org

¢ http://www.fags.org/fags/snmp-fag/partl

¢ http://www.snmpinfo.com
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Recommendations

In organizations where time, manpower and budget rule out the deployment of large
management systems, AdRem NetCrunch can provide a straightforward and affordable way to
optimize performance of business-critical resources and check the ongoing status of network
servers, devices, services and applications.

NetCrunch extends the common perception of core or standard network management
functionality, to include features such as physical and logical topology mapping, fault and
performance management, and capacity planning, to name a few. As such, it is recommended
for all administrators who want to integrate their network mapping, monitoring, alerting and
reporting tasks across major platforms and vendor technologies.

Pricing, licensing, and availability

NetCrunch is available through AdRem Software channel partners, or direct sales force at
http://www.adremsoft.com/orders/index.php. Please view this site for detailed information
about pricing. The program is licensed per monitoring station. This means that single license
allows you to install NetCrunch on a single station and monitor your entire network. In
addition, NetCrunch Web Access license allows three remote users or unlimited number of
remote users to access the program at the same time. NetCrunch supports monitoring of
Windows, Linux, NetWare, and SNMP devices. Volume, educational and government
discounts are available.
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Glossary of Terms

This section describes a list of terms used in any of the NetCrunch guides.

NAME OF TERM DEFINITION
Defined in alerts and must be associated with a particular event.
Action Actions play a crucial role in the alerting process. Actions can
i

involve of some form of user notification or the execution of
programs/scripts as a means to solve the problem.

Active Monitoring

Type of monitoring in which actual test packets are sent into the
network. If not done with proper care, this type of monitoring can
have a definite impact on the normal network behavior.

Alert

Any defined event that has one or more actions associated with it in
the program (scheduled to take place at the specified time after the
occurrence of an event).

Alert Escalation

Alerting that takes place at different times - used so that when the
initial actions do not help to resolve the occurred problem, another
set with higher priority are invoked.

Alerting

The process of notifying or performing other type of action in
response to an event takes place in the network.

Alerting Script

List of different actions executed in the scheduled order and time.

Application Server

Server that runs programs and processes data used by users on the
network.

The fundamental component in an object hierarchy in NetCrunch.
It contains all of the program objects. Atlases are made up of any
number of folders, maps and nodes. They also store all of their

Atl
as properties. To draw an analogy, an atlas in NetCrunch plays a
similar role to a real geography atlas book, which is made up of
maps grouped logically together.
The ability of an item to be in a state to perform a required function
Availability at a given instant of time or at any instant of time within a given

time interval, assuming that the external resources, if required, are
provided. Usually expressed in terms of a percentage.
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NAME OF TERM

DEFINITION

Bandwidth

A physical characteristic of a particular network system. The
maximum amount of data that can be transmitted in a fixed amount
of time on a network between two nodes. Expressed in bits per
second (bps) or Bytes per second (Bps).

Dependency Rule

The Network Dependencies functionality in the program allows
users to quickly set up monitoring dependencies between network
nodes. This is done by displaying a special dependency tree where
the dependent nodes are easily visible. Monitoring dependency of a
node is defined as the exact relation that it has with another network
node in the program. In particular, it specifies whether the node
should be monitored only if another node is up and responding (it is
dependent on it).

Device

A unit of hardware such as computer or router that is capable of
providing input or receiving output, or both.

Effective Actions

Actions for an event that have been defined at any level (i.e. atlas,
map and/or node).

Event

Some occurrence on the network that takes place during
monitoring. An event may be either internal (generated by the
monitoring program) or external (coming from another source).

Event Class

NetCrunch-specific event type. All events created in NetCrunch
must belong to one of the defined event classes. They can be simple
or complex (using particular node’s native-counters and/or using
threshold values).

Event Condition

A property of an event definition. Any number of them makes up a
full definition of an event. Their exact number varies depending on
the type of event class to which it belongs.

Event Definition

The set of conditions that make up an event and distinguish it from
other events. NetCrunch uses the combination of event and action
definitions to create an alert.

Falling Threshold

In alerting, a type of threshold that involves a situation when a
measured value drops below an established boundary to elicit a
response (generating an event and running an action).

File Server

Server used to store programs and data shared by different users on
the network.
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NAME OF TERM

DEFINITION

Folder

The basic organizational unit in the program. Atlas folders list maps
grouped together according to user-defined criteria. Folders are
analogous to chapters in a real geography atlas book, which gather
maps and categorize them logically.

Gateway

A point in a network that acts as an entrance to another network.

Hop

The trip a data packet takes from one router to another in the
network.

Host

Any computer or other device that has full two-way access to other
computers on the network.

Hub

A common connection point for devices in a network usually with a
star-type configuration.

Inherited Actions

Actions that have been defined at a higher level from where the
Alerts Configuration window was opened. For example, if you
opened this window for a node, inherited actions for a highlighted
event would consist of actions defined at the map or atlas level that
the node belongs.

Improved Scanning

Network scanning technique that uses advanced methods for
discovering new nodes. Routing tables, Active Directory entries and
NDS trees may be searched in addition to searching by IP addresses.
Only previously undiscovered nodes are entered to the list of
discovered assets.

Latency

The time it takes a packet to make a round-trip from one network
node to another and back. Also referred to as the Round-Trip Time
(RTT).

Map

The main object in NetCrunch, which is made up of any number of
network nodes. Maps usually are grouped together logically, and are
part of a particular atlas.

MIB

Management Information Base. A database containing information
about objects managed using network protocols such as SNMP.
SNMP MIBs are used to store parameters that can be set in by or
retrieved from SNMP agents.

Monitoring Optimization

Changing the monitoring strategy in NetCrunch based on different
node properties - i.e. monitoring fully only servers and routers and
using simplified monitoring for other types of devices.
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NAME OF TERM

DEFINITION

Monitoring Policy

A monitoring policy contains a set of rules defining events that need
to be monitored and which data that should be collected for later
reporting.

One node can be assigned to multiple policies; it can also have its
own policy defined that may override map or atlas policy
definitions.

MTU

Maximum Transmission Unit. The largest packet or frame that can
be sent in a packet or frame-based network.

Network

A series of nodes interconnected by communication paths.
Networks can interconnect with other networks and contain
subnetworks.

Network Service

A program running on a network device usually in the background
that transmits data or provides conversion of data in the network.

Network Monitoring

The process of discovering and keeping track of important network
devices, as well as applications, resources and services on them.

Network Operating System

An operating system created for network use. UNIX, NetWare,
Windows are examples of it.

The process of discovering nodes and subnetworks in a particular

Network Scannin
8 network, so that they can be used for monitoring.

The percentage of bandwidth that is actually being used by a

Network Bandwidth P 8 . . Y J Y
. network. For a typical network, this value ranges between 40 and 60

Utilization

per cent, at the most.

A basic object in NetCrunch representing a network junction or
Nod connection point (network device) such as a computer or router.

ode
Nodes belong to a map and are also sometimes referred to as
network elements or just plain hosts.
. A signal that a predefined condition or error has occurred on a

Notification . . o

device during network monitoring.

) A master program that manages all aspects on a computer such as

Operating System

CPU usage, memory or other programs.

A unit of data that is routed between a source and a destination on
Packet the packet-switched network. In Local Area Networks, this term is

used synonymously with frame.
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NAME OF TERM DEFINITION
The fraction of packets that are lost in transit from source to
destination node and back, during a specific time interval, expressed
Packet Loss

as a percentage of the packets that have been sent to the destination
node for the time interval.

Packet-switched

It describes the type of network in which relatively small units of
data are routed through a network based on the destination address
contained within each packet.

Passive Monitoring

Monitoring that only consists of intercepting incoming or outgoing
network traffic. This type of monitoring does not disturb the normal
network traffic.

Performance Charts

Graphical diagrams (in form of charts, gauges or bars) that present
some aspect of a monitored node - for example, any performance
counter measured over time.

Print Server

A server that manages and controls one or more printers in a
network. May be part of network operating system or an add-on
utility.

Rapid Monitoring

The rapid monitoring type allows monitoring performance counters
on monitored nodes. Therefore, the performance data are collected
by NetCrunch. The rapid monitoring allows setting less than 1
minute checking time for the selected leading service. The rapid
monitoring type can be selected for nodes without dependency rule.

Report Application

A grouping entity that gathers some network report types in one
section of the program.

Rising Threshold

In alerting, a type of threshold that involves a boundary that must
be exceeded to cause a response (generating an event and running
actions).

Round-Trip Time (RTT)

The time it takes a packet to reach a host or a router and return to
the place from which it was sent.

Router

Device that routes traffic across the network using IP addresses.

Server

A computer or other device on a network that manages network
resources.
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Simplified Monitoring

A type of monitoring in NetCrunch which does not take into
account performance data. Only network services which were
previously discovered on the node will be monitored along with
accumulation of simple trends data. Alerting and reporting will also
be disabled on such nodes.

Smart Monitoring

Monitoring process used which doesn’t keep track of all nodes on
network, but only the critical devices. Furthermore, smart
monitoring may also take into account traffic overhead generated by
the actual application performing the monitoring.

SNMP

A network node management protocol for gathering information
and remote management of network nodes. It uses applications
called SNMP agents, which are supplied by manufacturers of
network devices and SNMP managers that communicate with those
SNMP agents.

SNMP Agent

A program on a device that gathers data about the way network
nodes function. It can answer queries sent using the SNMP protocol.

SNMP Community

A collection of hosts on the network that are grouped together to
provide more secure SNMP services, includes both SNMP agents
and SNMP managers on particular devices.

SNMP Manager

An SNMP requester, a network management system on a device
such as a server that sends information and updates requests to an
SNMP agent available somewhere on the network.

Storage Capacity

The permanent or semi-permanent holding place of data shown as
capability in network computer systems. Usually measured in Bytes,
KBytes, MBytes, or GBytes. Not to be confused with network
bandwidth.

Switch

Device that selects a path or circuit for sending packets of data to
their next destination. It may include the function of a router.

Terminal

An end-user device with little or no software of its own that usually
relies on another computer, such as a server, for correct operation.

Time To Live (TTL)

The largest number of network nodes, usually routers, through
which a packet will pass on its way to a selected host.
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Threshold

In network alerting, a limit or boundary point that must be
trespassed (exceeded or dropped below) to elicit some type of
response. Usually performance counters are measured/monitored
when using thresholds.

Throughput

In simplest terms, the transmission rate or the current data transfer
rate. The current amount of data on a network transferred from one
place to another in a specified amount of time. Measured in bits per
second (bps) or Bytes per second (Bps).

Trend

A tendency or general characteristic of some network device, its
service or counter. In NetCrunch, trends are presented as graphs in
a descriptive form.

Workstation

Any individual, personal computer attached to a network that shares
resources of one or more large computers.
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