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Executive Overview

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a major regulatory
initiative in the health industry aimed at defining standards for the portability of health information
and for protecting the security and confidentiality of patient data. While the Privacy component of
HIPAA was enforced on April 14, 2003, the security rule mandates compliance by April 20, 2005.

The section entitled General Rules of the Final Rule on security compliance, issued February 21,
2003, reads as following:

Sec. 164.306 Security Standards

a. General requirements. Covered entities must do the following:
i. Ensure the confidentiality, integrity, and availability of all electronic protected health
information the covered entity creates, receives, maintains, or transmits.
ii. Protect against any reasonably anticipated threats or hazards to the security or integrity
of such information.

Sec. 164.308 Administrative Safeguards

A covered entity must, in accordance with [164.306]:

[...] Implement procedures to regularly review records of information system activity, such as audit
logs, access reports, and security incident tracking reports.

For an IT organization managing a Novell NetWare-centric infrastructure the implications of HIPAA
are evident as the network is the backbone of every organization - it is the medium through which
its data is accessed. Therefore, controlling the way the network impacts internal policies is the best
and only way to avoid compliance violations.



AdRem'’s solution to HIPAA's security
component

To help NetWare maintenance organizations within covered entities address chief HIPAA security
compliance issues, AdRem Software delivers two award-winning solutions designed specifically for
the NetWare-centric network environments, AdRem sfConsole and AdRem Server Manager. Both of
these tools enable IT teams to support HIPAA requirements by embedding the functionality that is
necessary to ensure centralized user provisioning and access administration (i.e. ensuring that only
authorized individuals may have access to and modify only those information systems, resources
and processes that are appropriate to them) as well as security auditing (i.e. recording for future
reference all access to those systems, resources and processes, whether authorized or
unauthorized).

In many healthcare organizations, these server security solutions have been instrumental in
reducing the exposure of network assets to internal or external attacks that might compromise
patient information. They also considerably reduce human error in information systems and greatly
improve administrator productivity and server manageability. All these benefits are a consequence
of the state-of-the-art capabilities and technologies applied in both tools such as control of network
users’ and administrators’ access to server resources, data transmission encryption, centralized
and automated processes, as well as user/process verification. As a result, IT managers can ensure
that transparent and accountable practices are utilized to manage the covered entity’s information
assets and ensure strict compliance with security-related regulatory directives.

sfConsole and Server Manager focus on two different aspects of server security and manageability.
While the former protects access to the server console and is concerned chiefly with how IT
personnel accesses and uses the server resources, Server Manager safeguards server files and
other resources from the network user’s perspective. As a result, both solutions complement each
other, offering a definitive, all-encompassing enterprise-class solution for administering NetWare
shops in a secure and efficient way.



AdRem sfConsole

AdRem sfConsole addresses the commonly overlooked question of assuring supervision of
maintenance personnel mentioned in Part 142 called “Security and Electronic Signature
Standards”. This security solution is dedicated to the security of the work environment of network
personnel, which can be especially important in large organizations with multiple network
supervisors in multiple locations. The program safeguards remote console access forcing users to
authenticate to eDirectory and encrypting remote operations with three industry-standard
encryption keys. It also ensures high-level security of the local console by providing mandatory
eDirectory authentication, a keyboard lock and a screen saver. Using sfConsole’s proxy server
users can safely connect to the server through the firewall, while in the event of eDirectory
inaccessibility they can use sfConsole to connect to the server and transfer files. On top of that, the
program empowers authorized administrators to log users’ activity on the console and centrally
delegate enterprise-wide, role-based access rights to the server console resources such as screens
and commands.

As a result covered entities can protect their servers from being accessed by unauthorized entities
(disgruntled internal employees, hackers or business partners) as well as health data and
patients/clients’ identities while allowing IT supervisors to securely access their servers to perform
maintenance, security and administration tasks.

Why you need to secure your NetWare servers?

+ NetWare consoles operate over unencrypted connections which means the data is
transferred as plain text.

* Administrator passwords are stored in an unencrypted text file, making it easy for an
attacker to capture them and gain control of the server in the process.

+ The NetWare operating system provides no way to define and delegate levels of access on
a per-user or group basis. This means that all administrators in an organization -
regardless of their job duties — have unlimited access to server resources.

« NetWare administrators have no way of auditing user activity on the server console



AdRem sfConsole supports HIPAA requirements in these areas:




AdRem sfConsole
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AdRem sfConsole




AdRem Server Manager

AdRem Server Manager is AdRem Software’s most recognized solution that offers support in all
aspects of Novell NetWare server management and monitoring, from user activity, connections,
opened files to very advanced file and directory management. It facilitates and automates many
click-intensive routine tasks, while its ergonomics and intuitive navigation substantially streamline
daily server maintenance.

In addition, AdRem Software’s tool offers many powerful, unique functions such as automated
software distribution, extensive trustee rights management along with periodic reporting on server
performance and utilization. As a result, even a novice administrator can effectively tune, manage
and secure the NetWare environment as well as anticipate and prevent network emergencies and
compliance violations before they escalate to a serious crisis.

Section 164.312 of General Rules of the Final Rule on security compliance stipulates that:

a covered entity must in accordance with section 164.306: A, 1, Standard: Access control.
Implement technical policies and procedures for electronic information systems that
maintain electronic protected health information to allow access only to those persons or
software programs that have been granted access rights.

Server Manager is an application that will allow covered entities to centrally supervise and quickly
set up user access rights to various applications, documents, data, servers and devices, thus
complying with the above ordinance.

In a nutshell, Server Manager supports HIPAA requirements by allowing network organizations to:

« restrict access to server files/directories through trustee rights management (ability to
modify, review and terminate user privileges on the server in compliance with security
guidelines)

« centrally control user activity over the network

+ provide encryption in remote communication sessions with the server

« prevent unauthorized use of specific server resources

* monitor user activity and connections to the server

« centrally and automatically deploy configuration changes, software and updates across
multiple servers

« modify and distribute server SET parameters and configuration files
perform advanced operations on files, directories and volumes

e trend server performance.



AdRem Server Manager

AdRem Server Manager can be used to meet HIPAA requirements in these areas:
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About AdRem Software

AdRem Software provides rapidly-deployable software solutions for monitoring, managing,
troubleshooting and securing enterprise networks. Since its inception in 1998, the company has
been at the forefront of Novell network management development. AdRem’s efforts to create multi-
task and easy-to-use solutions were quickly noticed and appreciated, resulting in the prestigious
“Best Commercial Application” award from the Novell Developers’ Contest in 1999 for AdRem
Server Manager.

With AdRem Software’s flagship solution, AdRem NetCrunch, businesses can automatically visualize
and monitor their multi-technology networks and proactively ensure system, application and
service availability to customers, employees and partners. AdRem NetCrunch is noted for delivering
integrated, proactive network and systems management at the price of a point product.

The company's products target IT departments in small and mid-size companies, along with VARs,
system integrators and networking services firms. By using AdRem’s solutions customers can
maximize returns on their IT infrastructures by boosting network/systems performance and
availability, optimizing IT asset utilization and reducing maintenance overhead. The company's
solutions are deployed on over 400,000 servers worldwide and are sold through AdRem’s online
store, resellers, distributors and system integrators in more than 50 countries.



